What’s New in eSafe Version 6

Introduction

The main focus of eSafe v6 is to enhance and stabilize the functionality of email features within
eSafe and to add user/group policies for email attachments.
Some other highly demanded features are added as well, according to requests received from

customers.

New features

Email copy

Option to send a copy of all emails received for a predefined email address
or domain name to another email address. Useful for archiving and
forensics purposes.

ETA Release date: During Q1/2007

This release of eSafe includes the following new features:

Email redirect

Option to redirect all emails received for a predefined email address or
domain to another email address. Useful for redirecting emails of left
employees or in case of a domain name change.

User/Group email
profiles

Ability to define different email profiles for users/groups from LDAP/AD for:

Allowed / disallowed attachment types
Email size

Anti-spam

Content Filters

File anti-spoofing

Anti-phishing

Password protected archives

Spam Quarantine
report localization

Allow full customization of the Spam Quarantine report from eConsole GUI,
including actions and submit button.

Validate email
recipients

Using integration with LDAP/AD, eSafe will be able to refuse immediately
emails sent to non-existent users. This feature will greatly reduce the
number of emails processed by eSafe as well as eliminate the redundant
non-delivery (NDR) emails that are being sent to the sender.

Note: Usage of this feature significantly minimizes the load on the eSafe
MTA and will dramatically improve performance and reliability.
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New Feature

Spam quarantine
report email aliases

Outlook 2007
Quarantine Report

Report Message-ID

File-type blocking
policies

Support URL filter
in HTTPS

Blocking
Un-recognized sites

Backup before
Hotfix

Log update version
in report

Report email size

Spam exclusions
for spam keywords

Localization
support in LDAP

Users identification
in Citrix

Windows Vista
eConsole Support

ICAP user
identification

AppliFilter support
in ICAP mode

Description & Benefit

Administrators will be able to define methods for treating email aliases
from LDAP/AD in order to eliminate multiple reports to users with several
email addresses.

Outlook 2007 does not support forms in email. A new report email format
will still enable user self-management of the spam quarantine directly from
the report email.

The MAIL-ID (internal) and the Message-ID (external) are now written into
the report and the session.log for all emails.

Web

Ability to define policies for users/groups with file types (file extensions)
allowed to be accessed / downloaded

URL Filter will also work for HTTPS websites

Ability to block Un-recognized sites that are not categorized by the URL
Filter

Miscellaneous

Keep a backup of updated files during autoupdate/hotfix to enable rollback
in case of problems

Successful updates will be logged in the report along with the update
version

Write the size of the email in the session.log file. This will allow generation
of various statistical reports on email sizes.

The email addresses defined in spam exclusion list will not be checked for
spam keywords as well.

eSafe LDAP module now supports localized entries based on Unicode
encoding.

Option to correctly identify different users working on the same Citrix
server and apply correct URL Filter policies for each one of them.

eConsole full support for the Windows Vista operating system.
Note: Just eConsole! eSafe cannot be installed on Windows Vista.

Ability to identify users/groups that are sent by the ICAP client (a proxy) to
eSafe during ICAP session.

Support AppliFilter also in ICAP mode. Please note that this will be only
partial support. Only protocols tunneled through HTTP will be inspected
(since proxy only works on HTTP protocol).

* PLEASE NOTE: The above content is not final and subject to change without notice !
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