
Comprehensive Policy 
Enforcement of Device Use

Sanctuary® Device Control, a 
component of Sanctuary, provides 
policy-based enforcement of removable 
device use to control the fl ow of 
inbound and outbound data from your 
end-points. By employing a whitelist 
approach, Sanctuary Device Control 
enables only authorised devices to 
connect to a network, laptop, thin client 
or desktop. Unauthorised device access 
is prohibited by default. 

If the device is known, the Device 
Control driver checks the user rights in 
the Access Control List (ACL). If a user 
has access rights to a device, either 
Read or Read/Write access is granted. 
If a user does not have access rights 
to the device, a customisable “Access 
Denied” notifi cation alerts the user.

Simple, Fast, Flexible 
Administration and 
Management

Sanctuary Device Control enables 
the administrator to rapidly identify 
devices and then assign permissions 
by device class, specifi c device or 
specifi c media to user(s) / user 
group(s) or to a specifi c computer. 
Administration of device control 
access rights is accomplished 
centrally through a simple “tree-style” 
interface. 

Device policies are linked to user 
and user-group information stored 
in Active Directory™ or eDirectory™, 
dramatically simplifying the 
management of end-point device 
resources.

Detailed Audit Capabilities

Sanctuary’s patent-pending I/O 
bi-directional Shadowing records 
fi lename or fi le content as it is read 
from or written to fl oppy, CD/DVD 
and removable devices. All device 
access attempts can be logged, as 
well as any administrator actions, 
including changes of any devices’ 
access rights.

Enforced Encryption

Portable devices can be encrypted for 
safe use and transported without the 
fear of exposing your confi dential data 
to unauthorised users. Users can access 
their encrypted data even in computers 
that do not have Sanctuary installed. 

Centralised and decentralised encryption 
schemas provide the fl exibility to 
centrally encrypt removable media or 
enable users to encrypt removable 
media on their own and enforce the use 
of that encrypted media.
 

• Ensures USB security 
through management of 
any removable media

• Reduces risk of data theft / 
data leakage 

• Prevents malware 
introduction via 
unauthorised removable 
media

• Blocks USB keyloggers
• Encrypts removable media
• Enables compliance

Reduce Risk 
of Data Leakage

Enterprises today are constantly 
challenged with data leakage 
caused by removable media and 
the resulting regulatory compliance 
issues, which dominate enterprise 
IT’s ‘Top Ten Concerns’ lists 1. 
Sixty-two per cent of UK businesses 
suffered a security breach, with 
the average breaches suffered up 
to eight per year - the average cost 
being £90,000 2. 

Unmanaged removable media can 
easily open the fl oodgates for data 
to escape into the wrong hands, 
whether intentionally or accidentally. 
Furthermore, regulations governing 
privacy and internal controls 
require the control of inbound and 
outbound data fl ow.

Sanctuary provides the necessary 
controls to manage the data fl owing 
to and from network end-points and 
audits the use of devices to prove 
compliance with internal policies or 
government regulations.

Complete Control of all 
Removable Media, 
Endpoint Devices 
and Port Access
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Feature Function Benefi t
Whitelist Assign permissions for authorised devices to 

user or user group, and by default those not 
authorised are not allowed

Eliminates unknown or unwanted devices 
in your network, reducing the risk of data 
leakage

Access Control List Based 
Permissions

Assign permissions to a user/user group 
based on their Active Directory or eDirectory 
identity

Provides granular user permissions that 
remain with user login regardless of 
machine

Granular Device Control 
Permission Settings

Permission settings include read/write, 
scheduled access, temporary access, 
online/offl ine, I/O bus type, HDD/non-HDD 
devices and more

Eliminates risk of unauthorised devices 
connecting to the network while providing 
the fl exibility users demand

Uniquely Identify and 
Authorise Specifi c Media

Authorise DVD/CD-ROM collections, grant 
access to users or user groups and encrypt 
removable media with unique ID’s

Limits DVD/CD-ROM access to 
company standard discs, to avoid use 
of unauthorised content and/or encrypt 
removable media to prevent unauthorised 
viewing

Silent Unattended 
Installations

Install with any deployment tools which 
use MSI Setup (e.g. Microsoft Systems 
Management Server (SMS), Group Policies, 
WinInstall, etc)

Enables faster and easier deployment

Plug and Play Devices: Hot 
Plug Support

Detect Plug and Play Devices “on the fl y” Ensures user productivity is not disrupted 
by applying permissions for plug and play 
devices when detected

Bi-Directional Shadowing 
Option

Patent-pending Shadowing records fi lename 
or complete fi le that is read from and/or 
written to a removable device

Captures the fl ow of information into and 
out of your network, reducing risk and 
containing data leakage

Restrict the Amount of Data 
Copied

Restrict the daily amount of data copied from 
an endpoint to a device on a per-user basis

Removes risk of large pieces of 
confi dential information leaving the 
network

Prevention of PS/2 and USB 
Hardware Keyloggers

Block PS/2 port, enforce USB keyboard 
usage and detect/block popular models of 
USB keyloggers

Reduces risk of attackers capturing 
passwords and other confi dential 
information through keyloggers

Flexible Encryption Options 
for Removable Media

Administrators may centrally encrypt 
removable media or force users to encrypt 
media at time of use

Ensures that sensitive data is not 
inadvertently exposed to those without 
authorised access

File Type Filtering Control the type of fi les that are moved to 
and from removable devices

Reduces risk of unwanted fi les from 
entering and sensitive fi les from leaving 
the network

Disconnected/ Remote 
Computer Protected

Enables constant protection by keeping a 
local copy of the last list of permissions on 
the disconnected machine

Secures computer regardless of network 
connection, ensuring that remote or 
disconnected users are also protected

Highly Scalable Architecture Three tier architecture with Database, one or 
more Application servers, and Client

Provides fl exible and scalable deployment 
options in large and complex networks

Powerful Log Analysis and 
Reporting

Detailed log analysis with fl exible fi lter, 
sort and display options and stored query 
templates as well as central reporting

Demonstrates policy compliance and drills 
down on suspicious behavior for legal or 
management follow up

Active Directory and 
eDirectory Support

Leverages user and user group defi nitions in 
existing Active Directory and eDirectory

Reduces setup and maintenance of users 
and user groups

Multi-Language Support Supports 12 languages on Sanctuary client 
machines

Improves user experience in international 
organisations

Also available, Sanctuary Application Control with integrated Sanctuary 
management console. Sanctuary Application Control provides policy-based 
enforcement of application use to secure endpoints from malware, spyware, 
zero-day threats and unwanted or unlicensed software.
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Supported Device Types

• USB Memory 
Sticks

• ZIP Drives
• PDAs
• Tape Drives
• Hard Drives
• Floppy Drives
• Biotech Drives
• Modems

• Wireless LAN 
Adapters

• Digital Cameras
• CD/DVD 

Burners/Players
• Scanners
• Smart Card 

Readers
• USB Printers

• USB
• FireWire
• BlueTooth
• WiFi
• PCMCIA
• PS/2

• LPT
• IrDA
• IDE
• COM
• S-ATA
• SCSI

System Requirements
Client (Windows 32-bit only)
Windows 2000 (SP 3+) Professional, 
Windows XP Professional, Windows XPe, 
Windows Embedded Point of Service, 
Windows XP Tablet PC Edition

Database
Windows 2000 (SP 3+) Server or Professional, 
Windows XP Professional, Windows Server 2003

Microsoft SQL Server (2000/2005), SQL Server 2005 
Express Edition or MSDE 2000

Server
Windows 2000 (SP 4+) Server or 
Windows Server 2003

Management Console
Windows 2000 (SP 3+) Server or Professional, 
Windows XP Professional, Windows Server 2003

Supported Connectivity

Sources
1 - Yankee Group 2005, ESG 2005, Forrester 2005
2 - 2006 CSI/FBI Computer Crime and Security Survey


